


Proprietary Product Certification Justification. MEMORANDUM

Date: January 5, 2016
From: Paul Mannix, PE
To: Annette K. Brennan, P.E/ District 5 Design Engineer

RE: Financial Project ID- 437501-1-52-01 Wekiva Parkway 4B ITS Project
Cyberlock Proprietary Product Certification Justification Memo

FDOT District Five ITS group has implemented security measures on the Departments ITS systems to
maintain a secured networking environment. One component of these security measures has been limiting
the physical access to the ITS networking equipment.

The Department of Transportation’s standard specifications require all cabinets be provided with a #2
Corbin lock to gain access to the equipment housed within these cabinets. Over the years, these keys have
been distributed throughout the construction, maintenance, engineering industries as well as agencies
themselves. Using a #2 Corbin Key as a method of security to limit access to the communication network
devices lends the agency to vulnerabilities to everyone who has a #2 key.

Pad locks can be utilized to secure the cabinet door handles to limit access but these can be cut off using a
bolt cutter. This method is not considered a reliable means of securing the network access.

In order to ensure the communication network equipment is protected, FDOT District Five reviewed other
means of securing the cabinets doors to secure the network. One of these methods was the use of
Cyberlocks. This electronic key technology allows the Department to control the access to their cabinets on
an individual basis and provides the ability to limit the access for a specified period of time. This is possible
by assigning keys to individuals that have an programmable identification number and the access
permissions can be programmed specifically for that identification number through a central software
system. The Cyberlock system also maintains logs of entry for each access to specific cabinets so the
Department can track who has entered each cabinet.

This Cyberlock system has been implemented by District Five at all cabinet locations and the electronic
keys have been distributed to employees, vendors and maintenance contractors for their use in accessing the
existing field cabinets. This includes the use of the following Cyberlock products:

CK-IR7: Key
AK-01 : Key Pad
AH-W1: Authorizer
PL-02KR-A: Padlock
CL-TC1: Cab lock

Currently, there are no electronic security locks on the FDOT Approved Products List (APL) and there are
no standard specifications for this product, FDOT District Five has concluded maintaining the use of the
same Cyberlock devices for security purposes on ITS projects Districtwide is suitable for their security
purposes and maintains consistency with the existing Cyberlock system in place.
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